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ACCESSING DATA STORED IN A
COMMAND/ADDRESS REGISTER DEVICE

This application is a U.S. National Phase application
under 35 U.S.C. §371 of International Application No.
PCT/US11/66891 filed Dec. 22, 2011, and claims the benefit
of priority of that International Application.

FIELD

Embodiments of the invention are generally related to
memory devices, and more particularly to accessing data
stored in a register device on a memory address or command
bus.

COPYRIGHT NOTICE/PERMISSION

Portions of the disclosure of this patent document may
contain material that is subject to copyright protection. The
copyright owner has no objection to the reproduction by
anyone of the patent document or the patent disclosure as it
appears in the Patent and Trademark. Office patent file or
records, but otherwise reserves all copyright rights whatso-
ever. The copyright notice applies to all data as described
below, and in the accompanying drawings hereto, as well as
to any software described below: Copyright© 2011, Intel
Corporation, All Rights Reserved.

BACKGROUND

Certain memory subsystems include register devices con-
nected to the address or command bus of the memory
subsystem to store values related to a command or a con-
figuration within the memory subsystem. Traditionally there
is no good way to access such data. Thus, data stored in the
register for purposes of configuration (e.g., data stored in a
Mode Register) or data stored for debug or error detection
purposes (e.g., data stored in a C/A register device) or other
data in another such register is not easily accessible.

One option to access the data is to include a connection to
the data bus of the memory subsystem. Such an option is
very expensive in terms of hardware (extra pins) and routing
of traces. Another option is to put the device in a special state
(e.g., amanagement mode) to temporarily allow repurposing
of the existing buses or other connections. Such an option
results in a slow connection, and does not allow continued
operation of the device, and may still require additional
hardware. Another option is to provide an out-of-band serial
interface on the register device, which also adds hardware
and routing costs. Thus, there are currently no traditional
mechanisms that allow access to the data stored in registers
of the memory subsystem with standard commands with
minimal hardware requirements.

Memory subsystems that support newer standards of
DDR (dual data rate) memory add an additional circum-
stance of providing a register and logic for performing parity
error checking at the register device instead of at the
memory device. For example, DDR4 (standard still in
development as of the filing of this application) will allow
command/address (C/A) parity error checking off the
DRAM (dynamic random access memory) device. However,
without a mechanism to read a parity error, the command
will still be send to the DRAM for execution, which would
result in hanging the computing device (for example, a “blue
screen” condition).

BRIEF DESCRIPTION OF THE DRAWINGS

The following description includes discussion of figures
having illustrations given by way of example of implemen-
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tations of embodiments of the invention. The drawings
should be understood by way of example, and not by way of
limitation. As used herein, references to one or more
“embodiments” are to be understood as describing a par-
ticular feature, structure, or characteristic included in at least
one implementation of the invention. Thus, phrases such as
“in one embodiment” or “in an alternate embodiment”
appearing herein describe various embodiments and imple-
mentations of the invention, and do not necessarily all refer
to the same embodiment. However, they are also not nec-
essarily mutually exclusive.

FIG. 1 is a block diagram of an embodiment of a system
having a memory subsystem with a register-accessible via
an address or command bus but not a data bus.

FIG. 2 is a block diagram of an embodiment of a system
having a memory subsystem with a register between a
memory controller and a DRAM device.

FIG. 3 is a block diagram of an embodiment of a system
having a memory subsystem with a register accessible via an
address or command bus but not a data bus, and a memory
device accessible via both the address or command bus and
data bus.

FIG. 4 is a block diagram of an embodiment of a system
having a memory subsystem with a register device between
a memory controller and a DRAM device, where the register
device performs parity checking.

FIG. 5 is a flow diagram of an embodiment of a process
for accessing data from a register accessible via an address
or command bus but not a data bus.

FIG. 6 is a block diagram of an embodiment of a
computing system in which a register of the memory sub-
system is accessed indirectly by a host processor.

FIG. 7 is a block diagram of an embodiment of a mobile
device in which a register of the memory subsystem is
accessed indirectly by a host processor.

Descriptions of certain details and implementations fol-
low, including a description of the figures, which may depict
some or all of the embodiments described below, as well as
discussing other potential embodiments or implementations
of the inventive concepts presented herein. An overview of
embodiments of the invention is provided below, followed
by a more detailed description with reference to the draw-
ings.

DETAILED DESCRIPTION

As described herein, a register in a memory subsystem is
connected to an address bus. It will be understood that
reference to an address bus could refer to a bus that carries
only addresses, or to a bus that carries addresses and
commands. Many address buses are both address or com-
mand buses in that both addresses, commands, or combina-
tions of addresses and commands are sent over the buses.
Reference herein to an “address bus” will be understood to
refer to an address or command bus. Thus, a register is
accessible via an address or command bus, but not a data
bus. The data can be read by transferring data across the
address bus from the register to a device connected to the
data bus, from which the data is read over the data bus even
though the register is not connected to the data bus. The
register resides in a register device connected via the address
bus to a memory device that is connected to both the address
bus and the data bus. A host processor triggers the register
device to transfer information over the address bus to a
register on the memory device. The host processor then
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reads the information from the register of the memory
device. With such a read mechanism, an “indirect” read of
the register is possible.

The read mechanism works with any register device
coupled to the address bus, such as a Mode Register or a
parity error checking register device. A specific memory
configuration is thus accessible during normal runtime
execution of the host operating system. Additionally, it is
possible to access data regarding a specific command or
address that resulted in a parity error, which can prevent
access and fault of the host system. It is thus possible
through the described read mechanism to perform error
recovery of the system when an error occurs in the memory
command.

The indirect read of the register works well in proposed
DDR4 systems. DDR4 specifies a register device that can
perform C/A parity error checking, and store offending
commands. Thus, in DDR4, the command can be stopped
before execution and the mechanism to access the offending
command helps in pinpointing the offending command,
which in turn helps in error recovery.

FIG. 1 is a block diagram of an embodiment of a system
having a memory subsystem with a register accessible via an
address bus but not a data bus. System 100 represents a
computing device or mobile device in which isolated reg-
ister 130 is isolated from host processor 110. Host processor
110 executes instructions stored in memory subsystem 120.
Host processor 110 generally issues a command to access
data. The command can include a physical or a virtual
address, which points to a specific memory location within
memory devices of memory subsystem 120.

Isolated register 130 is not directly accessed by host
processor 110. Register 130 is thus “isolated” from direct
access by host processor 110, even though it is connected to
elements of memory subsystem 120, such as an address bus,
which is also connected to a memory controller and memory
devices (see FIGS. 2 and 3 below for more detailed
examples). System 100 includes a control mechanism as is
known in the art to load data and code or instructions into
memory subsystem 120 for execution by processor 110.

In one embodiment, host processor 110 issues a command
that causes data to be stored in register 130, which cannot
then be directly accessed by host processor 110. Examples
include Mode Register values, certain debug values, parity
error information, or other information. In such an embodi-
ment, host processor 110 issues a command that is for-
warded to register 130 to cause the register to copy or
transfer its contents to a register on a memory device of
memory subsystem 120. The memory device is connected to
a data bus, and can thus respond to a command from host
processor 110 by loading data onto the data bus, which is
readable by host processor 110.

In one embodiment, BIOS (basic input/output system)
140 includes code that can be executed by host processor
110 to trigger a read of register 130, and process the contents
stored in it. For example, host processor 110 can be config-
ured to access debug or error correction code stored in BIOS
140 on the occurrence of certain events. Thus, host processor
110 can be made to execute a debug state or an error
correction state that will access the contents of register 130
and determine what actions to take in response to the
contents read.

FIG. 2 is a block diagram of an embodiment of a system
having a memory subsystem with a register between a
memory controller and a DRAM device. System 200 rep-
resents a computing device or mobile device in which a
register is located between memory controller 220 and
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DRAM 240, and can be one example of system 100 of FIG.
1. Host processor 210 executes instructions stored in
memory subsystem 202. Host processor 210 can access data
or code stored in DRAM 240 for execution of instructions.
In one embodiment, memory subsystem 202 includes other
memory resources (not shown) in addition to DRAM 240.

Host processor 210 accesses DRAM 240 by generating a
command or request that it sends to memory controller 220
over host bus 212. Host bus 212 represents any connections
through which host processor 210 can provide a command
or request related to memory access. In one embodiment,
memory controller 220 sends all access requests through
register 230, instead of directly to DRAM 240. In another
embodiment (see, for example, FIG. 3 below), memory
controller can access DRAM 240 directly, and register 230
sits on an address bus to which the memory controller and
DRAM are connected.

In one embodiment, address bus 222 and address bus 224
both represent the address bus of memory subsystem 202,
where address bus 222 is the address bus as between
memory controller 220 and register 230, and address bus
224 is the address bus as between register 230 and DRAM
240. Register 230 can sit on the address bus between
memory controller 220 and DRAM 240 to perform an
operation on access commands sent by memory controller
220 to DRAM 240. In one embodiment, memory controller
220 sends all commands to DRAM 240 through register 230.
For example, in one embodiment, register 230 provides
parity error checking. In the case of a detected parity error,
register 230 does not forward the offending command. Thus,
having register 230 in between memory controller 220 and
DRAM 240 can prevent the DRAM operating on a bad
command that would otherwise cause device 200 to become
unresponsive (i.e., hung).

In an implementation where register 230 provides parity
error checking, register 230 logs information regarding
parity error when it is detected. When parity error is
detected, in addition to stopping the command from reach-
ing DRAM 240, register 230 triggers parity error, which is
detected by memory controller 220 and/or DRAM 240.
However parity error is indicated in system 200, host
processor 210 detects the parity error and can attempt to read
the contents of register 230 to obtain the parity error log
information. The register can then transfer its contents to
DRAM 240 in response to a read command to enable host
processor 210 access to the error log for a determination of
how to proceed. Host processor 210 can access the trans-
ferred contents of register 230, as well as other information
stored on DRAM 240, over data bus 242. DRAM 240 is
connected to data bus 242, whereas register 230 is not.

FIG. 3 is a block diagram of an embodiment of a system
having a memory subsystem with a register accessible via an
address bus but not a data bus, and a memory device
accessible via both the address bus and data bus. System 300
represents a computing device in which host processor 310
accesses data indirectly from register 320. System 300 can
be one example of system 100 of FIG. 1.

Whereas register 230 of FIG. 2 is connected between the
memory controller and memory device, register 320 is not
connected between memory controller 340 and DRAM 330.
Instead, register 320 is connected to memory controller 340
in parallel with DRAM 330 over address bus 302. Register
320 is not connected to data bus 304. DRAM 330 is
connected to data bus 304. Memory controller 340 may or
may not be connected to data bus 304. In one embodiment,
memory controller 340 is coupled to host processor 310 via
command bus 306, which may or may not be part of data bus
304.
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Register 320 logs information such as memory configu-
ration values or debug values. When host processor 310
executes instructions that indicate reading the value(s)
logged in register 320, host processor 310 issues a command
over command bus 306 to memory controller 340, which
then provides a command on address bus 302. Host proces-
sor 310 is not directly connected to address bus 302.
Register 320 responds to the command by transferring data
to DRAM 330 over address bus 302.

In one embodiment, the command for register 320 causes
register 320 to transfer to a specific location in DRAM 330.
The register specifies the location with selection code or
selection information. Thus, a read trigger command can
indicate a register of DRAM 330 to which the log informa-
tion should be written. In one embodiment, DRAM 330
includes multiple memory devices, 332-0, 332-1, . . .,
332-N, where N is an integer greater than or equal to zero.
In one embodiment, each device includes one or more
multipurpose registers (MPRs), illustrated in device 332-0
as MPR[3:0]. There can be more or fewer than four registers
in each DRAM device.

In one embodiment, memory controller 340 selects the
location to which register 320 writes its contents by select-
ing a location selection and/or write enable for the desired
location in DRAM 330. The read trigger that causes register
320 to transfer its contents to DRAM 330 can include a
selection code to indicate a specific MPR. In one embodi-
ment, the format of the read trigger indicates register 320 as
the transfer source, which is to write into a specified MPR
as the destination. Thus, the read trigger can be a command
similar in structure to other standard commands in system
300.

In general, the read trigger causes register 320 to transfer
log information to a register on DRAM 330, which can then
be read by host processor 310. Host processor 310 issues a
command that ultimately causes read trigger to be sent to
register 320. In one embodiment, the command from host
processor 310 is considered the read trigger, and is for-
warded by memory controller 340. In another embodiment,
host processor 310 issues a command that causes memory
controller to generate a read trigger, which it then sends to
register 320.

FIG. 4 is a block diagram of an embodiment of a system
having a memory subsystem with a register device between
a memory controller and a DRAM device, where the register
device performs parity checking. As mentioned above with
respect to the examples of FIGS. 1 and 2, in one embodiment
a register device disposed between the memory controller
and the memory device can perform parity checking. In
system 400, register device 420 is located between memory
controller 410 and DRAM 430.

Register device 420 includes register 422 where it logs
parity checking information. Register 422 is a register in
accordance with any embodiment known in the art. Briefly,
a register includes a volatile group of digital bits held in a
group of circuit elements. In one embodiment, register
device 420 also includes parity check logic 424, which
represents hardware and/or software executed on processing
resources to perform parity check functions. Parity checking
is generally a fairly simple logical operation to check that a
calculated parity matches an expected parity, and can be
easily implemented in simple digital circuits.

Register device 420 is connected to DRAM 430 via
address bus 444. DRAM 430 is connected to a host proces-
sor via data bus 442. DRAM 430 includes memory resources
432 that store the data in the DRAM. DRAM 430 also
includes one or more MPRs 434, which can function essen-
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tially as a small scratch pad for the DRAM device. In one
embodiment, DRAM 430 includes parity check logic 436,
which can be implemented in a manner similar to parity
check logic 424 of register device 420. In one embodiment,
either or both of parity check logic 424 and parity check
logic 436 are selectively enabled. Thus, parity checking can
be enabled or disabled at both register device 420 and
DRAM 430. In one embodiment, when parity checking is
enabled at register device 420, it is disabled at DRAM 430.

Assume for the following description that parity check
logic 424 is enabled. If parity check logic 424 detects a
parity error, it logs parity error information in register 422,
which can be a C/A register. Register device 420 transfers
the error log information and error status information to
DRAM 430. The same mechanism that register device 420
uses to transfer error log information and error status infor-
mation to DRAM 430 can be used to transfer control words
from register device 420.

In one embodiment, register device 420 is on a DIMM
(dual inline memory module). System 400 sets the bits of
register 422 by issuing an address command from memory
controller 410. Based on the address, register device 420 sets
bits in register 422. As described herein, standard address
commands can then be used to cause register device 420 to
transfer data to MPR 434 to be read over data bus 442. Since
register device 420 is isolated from data bus 442, it cannot
directly place data on the data bus for access by a host
processor.

In one embodiment, register device 420 is set up to check
for a parity (PAR) signal that is generated one clock after a
chip select signal (CS#). In an alternate embodiment, the
parity signal can be generated in the same clock cycle as
CS#, instead of the clock cycle+l. Register device 420
checks for parity with no errors before forwarding the
command to DRAM 430. The transfer of the error log from
register device 420 would work the same whether or not
parity check logic 436 is enabled in DRAM 430 (ie.,
whether or not the DRAM is checking for parity errors).

In one embodiment, the process for logging and reading
out the log information from register device 420 is as
follows. The process allows recovery from parity error,
whereas with traditional approaches a parity error would
cause system failure. Register device 420 detects a parity
error in the command or address. Register 422 logs the
errant. C/A (column/address) frame (RCW (register control
word) location CO . . . FF). In one embodiment, bits that are
logged are C2-C0, ACT_t, BG1-BGO, BA1-BAO, PAR, A17,
Al16/RAS_n, A15/CAS_n, A14/WE_n, and A13:0, for a
total of 26 bits. Register device 420 sets the parity error
status hit to ‘1’ to indicate the parity error in system 400.
One significant contrast from prior parity error checking
techniques is that register device 420 can prevent an erro-
neous instruction from being executed by holding the errant
C/A frame, and not forwarding it to DRAM 430.

In one embodiment, register device 420 asserts a signal to
memory controller 410 to indicate the parity error. The
signal could be an ALERT _n signal asserted to the memory
controller after a delay of tPAR_ALERT_ON_reg for dura-
tion of tPAR_ALERT_PW_reg. Register device 420 dis-
ables parity checking when a parity error is detected, and
will only resume parity checking after memory controller
410 resets a parity error status bit to ‘0.

In one embodiment, MPR 434 includes multiple MPR
registers, which have different ranks. In one embodiment,
MPR Page 0 is a readable and writeable register, whereas
MPR Pages 1, 2, 3 are read-only. Thus, memory controller
410 can enable a ‘MPR Page 0’ mode in DRAM 430 in rank
0 by setting MR3 bit A2=1 and A1:A0=00 (page 0). Reads
and writes can thus be directed to Page 0.
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In one embodiment, memory controller 410 selects the
error log register in an RCW election control word and
initiates one or more commands to write the contents of
register 422 to MPR Page 0. In one embodiment, memory
controller 410 issues four ‘Send 8-bit RCW to MPR’ com-
mands by writing to a Command Space control word (ad-
dress 3F) four times. Such a sequence can transfer 32 bits
(which may be the entire size of register 422) of the error log
register to page 0 of MPR0O, MPR1, MPR2 and MPR3.
Using rank 0 on the DIMM for MPR writes is a convenient
when all DIMMs have rank 0. Other ranks could be used
instead of rank 0.

In one embodiment, for convenience the mapping of bits
to Page 0 can follow the same pattern as the mapping of bits
in Page 1. Page 1 is used by DRAM for error logs, but may
be readable only. If Page 1 is read-only, information can be
written to a writeable page (e.g., Page 0) with the same
mapping so that the same commands and processing can be
used to understand the error information.

In one example embodiment, a write to Page 0 (MPR1) is
a write transaction with BA1:BA0-00 and address A7:A0
mapped as follows:

A[I5)/CAS#  A[14YWE# A[13] A[12] A[11] A[10] A[9]

After the error log and the error status have been trans-
ferred from register 422 to DRAM Page0, memory control-
ler 410 can use read commands to read Page 0. Thus, a host
processor can generate read commands to cause the memory
controller to use read commands to access the data.

8
Memory controller 410 can disable MPR operation by
programming MR3 A2=0 to DRAM, which initiates normal
data flow. The memory controller can also enable parity
checking again in register device 420 by resetting the parity
error signal as mentioned above.

In one embodiment, the following register specification
details can apply.

TABLE 1

10
RC3F: Command Space
Cmd (DA Cmd Command
[3:0D) No Name Result

150 0 0 0 CMDO Reserved
0o 0 0 1 CMD1 Reserved
0o 0 1 0 CMD2 Reserved
0o 0 1 1 CMD3 Reserved

o 1 0 0 CMD4 Send 8-bit Sends selected RCW to

RCW to MPRx DRAM MPRO page 0.

20 0 1 O 1 CMDS5  Send two 4-bit Sends selected RCWs to

RCWs to MPRx DRAM MPRO page 0.
o 1 1 0 CMD6 Reserved
o 1 1 1 CMD7 Reserved
1 0 0 0 CMD8 Reserved
A[8] 1 0 0 1 CMD9 Reserved
5 1 0 1 0 CMDI10 Reserved
1 0 1 1 CMD11 Reserved
1 1 0 0 CMDI12 Reserved
1 1 0 1 CMD13 Reserved
1 1 1 0 CMD14 Reserved
1 1 1 1 CMD15 Reserved

TABLE 2
RC8x: RCW Selection Control Word definition for 8-bit
RCWs
Setting (DA[7:0]) Definition Encoding

0 MPR MPR Al2 All
bit 1 bit 0
1 MPR MPR Al2 All

bit 1 bit 0

Al0 A9 A8 RCW address for RCW read Selects 1 out of 32 8-bit RCW addresses

operation MPR bits [1:0] = 00 selects MPRO
MPR bits [1:0] = 01 selects MPR1
MPR bits [1:0] = 10 selects MPR2

MPR bits [1:0] = 11 selects MPR3

Al0 A9 A8 RCW address for RCW read Selects 1 out of 32 8-bit RCW addresses

operation with auto- MPR bits [1:0] = 00 selects MPRO

increment" MPR bits [1:0] = 01 selects MPR1
MPR bits [1:0] = 10 selects MPR2
MPR bits [1:0] = 11 selects MPR3

(gend 8-bit RCW to MPRx' commands auto-increment the address field by 1 and the MPR bits field in the RCW Selection Control Word

by 1.

TABLE 3
RC4x: RCW Selection Control Word definition for 4-bit
RCWs
Setting (DA[7:0]) Definition Encoding

0 MPR MPR A9 A8 A7 A6 AS RCW address for RCW Selects 1 out of 32 dual 4-bit RCW addresses

bit 1  bit 0

MPR bits
MPR bits
MPR bits
MPR bits

read operation 1:0] = 00 selects MPRO
1:0] = 01 selects MPR1
1:0] = 10 selects MPR2

1:0] = 11 selects MPR3

1 MPR MPR A9 A8 A7 A6 A5 RCW address for RCW Selects 1 out of 32 dual 4-bit RCW addresses

bit 1  bit 0

read operation with MPR bits [1:0] = 00 selects MPRO
auto-increment‘? MPR bits [1:0] = 01 selects MPR1
MPR bits [1:0] = 10 selects MPR2

MPR bits [1:0] = 11 selects MPR3
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[1] ‘Send two 4-bit RCWs to MPRx’ commands auto-
increment the address field by 1 and the MPR bits field in the
RCW Selection Control Word by 1.

It will be understood that the register control word (RCW)
is part of the register device. The DRAM device includes a
Mode Register (MR), and the register device includes the
RCW. The RCW and MR have a similar function for their
two different associated devices. The Memory controller
first selects an RCW to read; and then writes the desired

10

[1] The register device sets this bit upon occurrence of a
CA parity error. Writing this bit to ‘0’ resumes parity
checking. While this bit is set and the device is in either one
of'the two cycle N+1 parity modes, the device will not assert
any of its QxCSy_n outputs.

In one embodiment, the indirect read of a register device
as described herein is applied to DDR4, which can be
implemented with parity checking in a register device as
described above. In more particular detail with respect to

address (the address to read) as the source. The memory 10 DDR4 MPR Mode, one embodiment of DDR4 DRAM
controller can then generate a destination control word to . .

. . . contains four pages of MPR registers, and each page has
specify the destination (the address to write to). Every four MPR locati Pace 0 has four 8 bit b1
selected bit in the command space control word is used to our jocations. Fage U has four o DIl programmab’e
define the command. There may be bits that are reserved or MP,R locations psed for DQ bit Pattern storage..These MPR
otherwise not used. |5 registers are written by first placing the DRAM in ‘Dataflow

To accomplish a write of the register contents, in one ~ om/to MPR’ mode by setting a mode register A2=1 in
embodiment, the memory controller sets the source, sets the MR3. The MPR page is also set using bits A1:A0 in MR3.
destination, and then sets the Command Space Control In this mode, an MRS (mode register set) command is
Word, which generates and sends out the control word. The used to program the MPRs. For an MRS command, the
system can be configured so that merely setting the source 20 address bus is used for the data. Once programmed, the
and destination does not do anything in and of itself. registers can be accessed with read commands in ‘MPR

The RCW Selection Control Word is written prior to a operation” mode to drive the MPR bits onto the DQ bus to
‘Send 8-bit RCW to MPRx’ or ‘Send two 4-bit RCWs to the memory controller or host.

MPRx’ commands. In one embodiment, the register device DDR4 MPR mode enable and page selection are accom-
sends the following bits on QxA[7:0] outputs: plished by a Mode Register command as shown below.
TABLE 4
Send RCW to DRAM bit assignment for 4-bit RCWs

QxA7 QxA6 QxAS QxA4 QxA3 QxA2 QxAl QxA0

upper upper upper upper lower lower lower lower

address address address address address address address address

RCW bit 3 RCW bit 2 RCW bit 1 RCW bit 0 RCW bit 3 RCW bit 2 RCW bit 1 RCW bit 0

TABLE 5

Send to DRAM bit assignment for 8-bit RCW

QxA7 QxA6 QxAS QxA4 QxA3 QxA2

QxAl

QxAD

RCW bit 7 RCW bit 6 RCW bit 5 RCW bit 4 RCW bit 3 RCW bit 2 RCW bit I RCW bit 0

In one embodiment, the control word locations CO . . . FF TABLE 7
function as a 32-bit error log register. In one embodiment,
. . . MR3
upon occurrence of a parity error, the register device logs the
following sampled command and address bits in the Error Address  Operating Mode Description
Log Register, which can be transferred by the memory ;

. A2 MPR operation 0 = Normal
controller to page 0 of the DRAM MPR, where it can be read 1 = Dataflow from/to MPR
by the host system (via the processor).

TABLE 6

RCCO . .. RCFF: Error Log Register
Control
Word Setting (DA[7:0])
RCCx A7 A6 A5 A4 A3 A2 Al A0
RCDx  Al7/CAS_n Al4/WE_n Al3  Al2  All  Al0 A9 A8
RCEx DPAR ACT_n BGl BGO BAl BAO Al7 Al6RAS n
RCFx Reserved  CA Parity Error Status!!! Reserved C2 Cl1 Co
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TABLE 7-continued
MR3
Address Operating Mode Description
Al:A0 MPR Selection 00 = page0
01 = pagel
10 = page2
11 = page3

As mentioned above, four MPR pages are provided in
DDR4 SDRAM. Page 0 is for both read and write, and pages
1, 2, and 3 are read-only. Any MPR location (MPRO-3) in
page O can be readable through any of three readout modes
(serial, parallel, or staggered), but pages 1, 2, and 3 support
only the serial readout mode.

After power up, the content of the MPR page 0 should
have default values as predefined for the DRAM device.
MPR page O can be writeable only when an MPR write
command is issued by the memory controller. Unless an
MPR write command is issued, the DRAM must keep the
default values permanently, and should not change the
content on its own for any purpose.

TABLE 8

MPR Default Values

MPR
Address Location [7] [6] [5] [4] [3] [2] [1] [0] NOTE
BAI:BAO 00= 0 1 O 1 0 1 0 1 Read/
MPRO Write (Default
0l= 0 0 1 1 0o 0 1 1 Value)
MPR1
0= 0 0 0 0 1 1 1 1
MPR2
1= 0 0 0 0 0 0 0 o0
MPR3

It will be understood that reference, even detailed refer-
ence as provided above, with respect to DDR4 and DDR4
parity error checking, is merely a non-limiting example. As
described herein, the indirect-read mechanism of the register
can function for all registers that are isolated from a data bus,
but coupled to a device that is coupled to the data bus.

FIG. 5 is a flow diagram of an embodiment of a process
for accessing data from a register accessible via an address
bus but not a data bus. In one embodiment, a memory
controller sends a command to a register device that triggers
the register device to store or log information in a register,
502. The information can be parity error information, debug
information; configuration information, or other information
that can be stored in a register isolated from the system data
bus.

In one embodiment, the information to store in the register
is configuration information, and the trigger is a command
from the memory controller to write the configuration infor-
mation. In one embodiment, the information to store is
parity error information, and the trigger is detection by the
register device that a parity error has occurred. In one
embodiment, the information to store is debug information,
and the trigger is a command from the memory controller in
response to the debug software to write data to the register.
In response to the trigger, the register device logs the
information in the register, 504.

The memory controller detects a read trigger to read the
information stored in the register, 506. The memory con-
troller generally receives such a trigger from a process
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executed by the host processor. The process can be a
program executing on the host, or it can be code stored in the
device BIOS. In one embodiment, the memory controller
prepares for reading the register by identifying a source and
destination in response to the read-trigger, 508. In one
embodiment, the read trigger is a command that is of a form
that identifies a specific register location as the source, and
a specific MPR location of the memory device as the
destination. The memory controller can prepare the com-
mand to the register device and DRAM identifying the
specific locations based on the identification of the infor-
mation to be read by the host.

In response to the command from the memory controller,
the register device writes its contents (the source) to the
MPR location specified (the destination), 510. The host can
then read the information from the destination in the
memory device with standard read commands over the
system data bus, 512. The host that requested the informa-
tion determines one or more actions based on the informa-
tion read, 514. The actions can be related to setting or
updating configuration, storing data in storage or sending
data over a network, identifying a command with parity
error and issuing a corrected command, or any other action.

In one embodiment, a BIOS controls at least certain
command to the register device. For example, in response to
a parity error, the BIOS can see that an error occurred, and
then go back to the host to discover the specific error. The
specific error is visible by reading the register device as set
forth above. In one embodiment, in response to an error, the
BIOS can attempt to read every device register in the system
to figure out where the error came from, and what specifi-
cally the error is. The software controls the writing and
reading of the registers and the commands. The BIOS then
determines what actions to take based on the specific error.

FIG. 6 is a block diagram of an embodiment of a
computing system in which a register of the memory sub-
system is accessed indirectly by a host processor. System
600 represents a computing device in accordance with any
embodiment described herein, and can be a laptop computer,
a desktop computer, a server, a gaining or entertainment
control system, a scanner, copier, printer, or other electronic
device. System 600 includes processor 620, which provides
processing, operation management, and execution of
instructions for system 600. Processor 620 can include any
type of microprocessor, central processing unit (CPU), pro-
cessing core, or other processing hardware to provide pro-
cessing for system 600. Processor 620 controls the overall
operation of system 600, and can be or include, one or more
programmable general-purpose or special-purpose micro-
processors, digital signal processors (DSPs), programmable
controllers, application specific integrated circuits (ASICs),
programmable logic devices (PLDs), or the like, or a com-
bination of such devices.

Memory subsystem 630 represents the main memory of
system 600, and provides temporary storage for code to be
executed by processor 620, or data values to be used in
executing a routine. Memory subsystem 630 includes
memory 632, which represents one or more memory devices
that can include read-only memory (ROM), flash memory,
one or more varieties of random access memory (RAM), or
other memory devices, or a combination of such devices. In
one embodiment, memory 632 includes at least one DRAM
device. Memory subsystem 630 includes register 634, which
represents a register that is not directly readable by proces-
sor 620. Such a register can be referred to as an isolated
register, and can be read indirectly as described herein.



US 9,442,871 B2

13

Memory subsystem 630 stores and hosts, among other
things, operating system (OS) 636 to provide a software
platform for execution of instructions in system 600. Addi-
tionally, other instructions 638 are stored and executed from
memory subsystem 630 to provide the logic and the pro-
cessing of system 600. OS 636 and instructions 638 are
executed by processor 620.

Processor 620 and memory subsystem 630 are coupled to
bus/bus system 610. Bus 610 is an abstraction that represents
any one or more separate physical buses, communication
lines/interfaces, and/or point-to-point connections, con-
nected by appropriate bridges, adapters, and/or controllers.
Therefore, bus 610 can include, for example, one or more of
a system bus, a Peripheral Component Interconnect (PCI)
bus, a HyperTransport or industry standard architecture
(ISA) bus, a small computer system interface (SCSI) bus, a
universal serial bus (USB), or an Institute of Electrical and
Electronics Engineers (IEEE) standard 1394 bus (commonly
referred to as “Firewire”). The buses of bus 610 can also
correspond to interfaces in network interface 650.

In one embodiment, bus 610 includes a data bus that is a
data bus included in memory subsystem 630 over which
processor 630 can read values from memory 632. The
additional line shown linking processor 620 to memory
subsystem 630 represents a command bus over which pro-
cessor 620 provides commands and addresses to access
memory 632. Register 634 is connected to a data bus of
memory subsystem 630, but not to the data bus of bus 610.

System 600 also includes one or more input/output (I/O)
interface(s) 640, network interface 650, one or more internal
mass storage device(s) 660, and peripheral interface 670
coupled to bus 610. I/O interface 640 can include one or
more interface components through which a user interacts
with system 600 (e.g., video, audio, and/or alphanumeric
interfacing). Network interface 650 provides system 600 the
ability to communicate with remote devices (e.g., servers,
other computing devices) over one or more networks. Net-
work interface 650 can include an Ethernet adapter, wireless
interconnection components, USB (universal serial bus), or
other wired or wireless standards-based or proprietary inter-
faces.

Storage 660 can be or include any conventional medium
for storing large amounts of data in a nonvolatile manner,
such as one or more magnetic, solid state, or optical based
disks, or a combination. Storage 660 holds code or instruc-
tions and data 662 in a persistent state (i.e., the value is
retained despite interruption of power to system 600). Stor-
age 660 can be generically considered to be a “memory,”
although memory 630 is the executing or operating memory
to provide instructions to processor 620. Whereas storage
660 is nonvolatile, memory 632 can include volatile
memory (i.e., the value or state of the data is indeterminate
if power is interrupted to system 600).

Peripheral interface 670 can include any hardware inter-
face not specifically mentioned above. Peripherals refer
generally to devices that connect dependently to system 600.
A dependent connection is one where system 600 provides
the software and/or hardware platform on which operation
executes, and with which a user interacts.

FIG. 7 is a block diagram of an embodiment of a mobile
device in which a register of the memory subsystem is
accessed indirectly by a host processor. Device 700 repre-
sents a mobile computing device, such as a computing
tablet, a mobile phone or smartphone, a wireless-enabled
e-reader, or other mobile device. It will be understood that
certain of the components are shown generally, and not all
components of such a device are shown in device 700.
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Device 700 includes processor 710, which performs the
primary processing operations of device 700. Processor 710
can include one or more physical devices, such as micro-
processors, application processors, microcontrollers, pro-
grammable logic devices, or other processing means. The
processing operations performed by processor 710 include
the execution of an operating platform or operating system
on which applications and/or device functions are executed.
The processing operations include operations related to 1/O
(input/output) with a human user or with other devices,
operations related to power management, and/or operations
related to connecting device 700 to another device. The
processing operations can also include operations related to
audio /O and/or display 1/O.

In one embodiment, device 700 includes audio subsystem
720, which represents hardware (e.g., audio hardware and
audio circuits) and software (e.g., drivers, codecs) compo-
nents associated with providing audio functions to the
computing device. Audio functions can include speaker
and/or headphone output, as well as microphone input.
Devices for such functions can be integrated into device 700,
or connected to device 700. In one embodiment, a user
interacts with device 700 by providing audio commands that
are received and processed by processor 710.

Display subsystem 730 represents hardware (e.g., display
devices) and software (e.g., drivers) components that pro-
vide a visual and/or tactile display for a user to interact with
the computing device. Display subsystem 730 includes
display interface 732, which includes the particular screen or
hardware device used to provide a display to a user. In one
embodiment, display interface 732 includes logic separate
from processor 710 to perform at least some processing
related to the display. In one embodiment, display subsystem
730 includes a touchscreen device that provides both output
and input to a user.

1/O controller 740 represents hardware devices and soft-
ware components related to interaction with a user. I/O
controller 740 can operate to manage hardware that is part
of audio subsystem 720 and/or display subsystem 730.
Additionally, I/O controller 740 illustrates a connection
point for additional devices that connect to device 700
through which a user might interact with the system. For
example, devices that can be attached to device 700 might
include microphone devices, speaker or stereo systems,
video systems or other display device, keyboard or keypad
devices, or other I/O devices for use with specific applica-
tions such as card readers or other devices.

As mentioned above, I/O controller 740 can interact with
audio subsystem 720 and/or display subsystem 730. For
example, input through a microphone or other audio device
can provide input or commands for one or more applications
or functions of device 700. Additionally, audio output can be
provided instead of or in addition to display output. In
another example, if display subsystem includes a touch-
screen, the display device also acts as an input device, which
can be at least partially managed by 1/O controller 740.
There can also be additional buttons or switches on device
700 to provide I/O functions managed by 1/O controller 740.

In one embodiment, 1/O controller 740 manages devices
such as accelerometers, cameras, light sensors or other
environmental sensors, gyroscopes, global positioning sys-
tem (GPS), or other hardware that can be included in device
700. The input can be part of direct user interaction, as well
as providing environmental input to the system to influence
its operations (such as filtering for noise, adjusting displays
for brightness detection, applying a flash for a camera, or
other features).
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In one embodiment, device 700 includes power manage-
ment 750 that manages battery power usage, charging of the
battery, and features related to power saving operation.
Memory subsystem 760 includes memory devices for stor-
ing information in device 700. Memory can include non-
volatile (state does not change if power to the memory
device is interrupted) and/or volatile (state is indeterminate
if power to the memory device is interrupted) memory
devices. Memory resources of memory subsystem 760 can
store application data, user data, music, photos, documents,
or other data, as well as system data (whether long-term or
temporary) related to the execution of the applications and
functions of system 700.

In one embodiment, at least one memory device 762
includes a register directly accessible by processor 710.
Register device 764 of memory subsystem 760 is outside
memory devices 762, and is not directly accessible by
processor 710, but is communicatively coupled to memory
device 762 via an address bus, as described above. Data
stored in register device 764 can be transferred to the register
of memory device 762 to be read by processor 710.

Connectivity 770 includes hardware devices (e.g., wire-
less and/or wired connectors and communication hardware)
and software components (e.g., drivers, protocol stacks) to
enable device 700 to communicate with external devices.
The device could be separate devices, such as other com-
puting devices, wireless access points or base stations, as
well as peripherals such as headsets, printers, or other
devices.

Connectivity 770 can include multiple different types of
connectivity. To generalize, device 700 is illustrated with
cellular connectivity 772 and wireless connectivity 774.
Cellular connectivity 772 refers generally to cellular net-
work connectivity provided by wireless carriers, such as
provided via GSM (global system for mobile communica-
tions) or variations or derivatives, CDMA (code division
multiple access) or variations or derivatives, TDM (time
division multiplexing) or variations or derivatives, or other
cellular service standards. Wireless connectivity 774 refers
to wireless connectivity that is not cellular, and can include
personal area networks (such as Bluetooth), local area
networks (such as WiF1), and/or wide area networks (such as
WiMax), or other wireless communication. Wireless com-
munication refers to transfer of data through the use of
modulated electromagnetic radiation through a non-solid
medium. Wired communication occurs through a solid com-
munication medium.

Peripheral connections 780 include hardware interfaces
and connectors, as well as software components (e.g., driv-
ers, protocol stacks) to make peripheral connections. It will
be understood that device 700 could both be a peripheral
device (“to” 782) to other computing devices, as well as
have peripheral devices (“from” 784) connected to it. Device
700 commonly has a “docking” connector to connect to
other computing devices for purposes such as managing
(e.g., downloading and/or uploading, changing, synchroniz-
ing) content on device 700. Additionally, a docking connec-
tor can allow device 700 to connect to certain peripherals
that allow device 700 to control content output, for example,
to audiovisual or other systems.

In addition to a proprietary docking connector or other
proprietary connection hardware, device 700 can make
peripheral connections 780 via common or standards-based
connectors. Common types can include a Universal Serial
Bus (USB) connector (which can include any of a number of
different hardware interfaces), DisplayPort including
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MiniDisplayPort (MDP), High Definition Multimedia inter-
face (HDMI), Firewire, or other type.

Flow diagrams as illustrated herein provide examples of
sequences of various process actions. Although shown in a
particular sequence or order, unless otherwise specified, the
order of the actions can be modified. Thus, the illustrated
embodiments should be understood only as an example, and
the process can be performed in a different order, and some
actions can be performed in parallel. Additionally, one or
more actions can be omitted in various embodiments; thus,
not all actions are required in every embodiment. Other
process flows are possible.

To the extent various operations or functions are
described herein, they can be described or defined as soft-
ware code, instructions, configuration, and/or data. The
content can be directly executable (“object” or “executable”
form), source code, or difference code (“delta” or “patch”
code). The software content of the embodiments described
herein can be provided via an article of manufacture with the
content stored thereon, or via a method of operating a
communication interface to send data via the communica-
tion interface. A machine readable storage medium can
cause a machine to perform the functions or operations
described, and includes any mechanism that stores informa-
tion in a form accessible by a machine (e.g., computing
device, electronic system, etc.), such as recordable/non-
recordable media (e.g., read only memory (ROM), random
access memory (RAM), magnetic disk storage media, opti-
cal storage media, flash memory devices, etc.). A commu-
nication interface includes any mechanism that interfaces to
any of a hardwired, wireless, optical, etc., medium to
communicate to another device, such as a memory bus
interface, a processor bus interface, an Internet connection,
a disk controller, etc. The communication interface can be
configured by providing configuration parameters and/or
sending signals to prepare the communication interface to
provide a data signal describing the software content. The
communication interface can be accessed via one or more
commands or signals sent to the communication interface.

Various components described herein can be a means for
performing the operations or functions described. Each
component described herein includes software, hardware, or
a combination of these. The components can be imple-
mented as software modules, hardware modules, special-
purpose hardware (e.g., application specific hardware, appli-
cation specific integrated circuits (ASICs), digital signal
processors (DSPs), etc.), embedded controllers, hardwired
circuitry, etc.

Besides what is described herein, various modifications
can be made to the disclosed embodiments and implemen-
tations of the invention without departing from their scope.
Therefore, the illustrations and examples herein should be
construed in an illustrative, and not a restrictive sense. The
scope of the invention should be measured solely by refer-
ence to the claims that follow.

What is claimed is:

1. In a memory subsystem, a method comprising:

logging information about a memory command in a
register device coupled to a dynamic random access
memory (DRAM) device over an address bus of the
memory subsystem, the register device not coupled to
a data bus of the memory subsystem;

detecting a read trigger for the log information in the
register device; and

in response to detecting the read trigger, writing the log
information to a multipurpose register (MPR) of the



US 9,442,871 B2

17
DRAM device, the MPR to make the log information
accessible to a host processor over the data bus.

2. The method of claim 1, wherein the register device
performs memory command parity error checking, and
wherein logging the information comprises logging parity
error information into the register device, and wherein
detecting the read trigger further comprises stopping the
memory command at the register device and not sending the
command to the DRAM device.

3. The method of claim 1, wherein logging the informa-
tion comprises logging debugging information in the register
device.

4. The method of claim 1, wherein the register device
comprises a Mode Register, and wherein logging the infor-
mation comprises writing Mode Register configuration in
the register device to be read out over the data bus in
response to a read trigger.

5. The method of claim 1, wherein detecting the read
trigger comprises detecting a command from a memory
controller that includes both address and command infor-
mation to trigger writing from the register device as a source
to the MPR as a destination.

6. The method of claim 1, wherein writing the log
information to the MPR further comprises including an
MPR selection code in a read trigger command.

7. The method of claim 1, wherein the address bus
comprises an address or command bus.

8. An article of manufacture comprising a non-transitory
computer-readable storage medium having content stored
thereon, which when executed in a memory subsystem cause
the memory subsystem to perform operations including:

logging information about a memory command in a

register device coupled to a dynamic random access
memory (DRAM) device over an address bus of the
memory subsystem, the register device not coupled to
a data bus of the memory subsystem;

detecting a read trigger for the log information in the

register device; and

in response to detecting the read trigger, writing the log

information to a multipurpose register (MPR) of the
DRAM device, the MPR to make the log information
accessible to a host processor over the data bus.

9. The article of manufacture of claim 8, wherein the
register device performs memory command parity error
checking, and wherein the content for performing logging
the information comprises content for performing logging
parity error information into the register device, and wherein
the content for performing detecting the read trigger further
comprises content for performing stopping the memory
command at the register device and not sending the com-
mand to the DRAM device.

10. The article of manufacture of claim 8, wherein the
content for performing logging the information comprises
content for performing logging debugging information in the
register device.
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11. The article of manufacture of claim 8, wherein the
register device comprises a Mode Register, and wherein the
content for performing logging the information comprises
content for performing writing Mode Register configuration
in the register device to be read out over the data bus in
response to a read trigger.

12. The article of manufacture of claim 8, wherein the
content for performing detecting the read trigger comprises
content for performing detecting a command from a memory
controller that includes both address and command infor-
mation to trigger writing from the register device as a source
to the MPR as a destination.

13. The article of manufacture of claim 8, wherein the
content for performing writing the log information to the
MPR further comprises content for performing providing an
MPR selection code in a read trigger command.

14. A memory subsystem, comprising:

a multipurpose register (MPR) of a dynamic random
access memory (DRAM) device, the MPR being write-
able via an address bus of the memory subsystem and
readable via a data bus of the memory subsystem; and

a register device coupled to the MPR on the address bus
and not coupled to a data bus of the memory subsystem,
to log information about a memory command, and
write the log information to the MPR in response to a
read trigger received at the register device to make the
log information accessible at the MPR,

wherein a host processor coupled to the memory subsys-
tem is to read the log information from the MPR over
the data bus.

15. The memory subsystem of claim 14, wherein the
register device is further to perform memory command
parity error checking and log parity error information, and is
further to stop the memory command at the register device
instead of sending the command to the DRAM device.

16. The memory subsystem of claim 14, wherein the
register device is to log debugging information.

17. The memory subsystem of claim 14, wherein the
register device comprises a Mode Register, and wherein the
Mode Register is to log Mode Register configuration to be
read out over the data bus in response to a read trigger.

18. The memory subsystem of claim 14, wherein the read
trigger comprises a command from a memory controller that
includes both address and command information to trigger
writing from the register device as a source to the MPR as
a destination.

19. The memory subsystem of claim 14, wherein the
register device is to write the log information to the MPR in
accordance with an MPR selection code in a read trigger
command.

20. The memory subsystem of claim 14, wherein the
register device is coupled between a memory controller and
the DRAM device on the address bus, wherein all commu-
nication sent from the memory controller to the DRAM
device on the address bus goes through the register device.
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